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TRN Resource: Mapping Solution Types to Risk and Resilience
In the Solution Development module, resilience gaps were characterized by their gap type (operational, institutional, or technological) and the resilience attributes impacted (resourcefulness, redundancy, robustness, and/or recovery). These characterizations were then applied to the list of solutions designed to address the resilience gaps. In Action 2 of the Solution Prioritization module, solutions are evaluated for their risk reduction potential. To do this, determine which component of risk is addressed by the solutions. Note that the Technical Resilience Navigator (TRN) risk assessment model explicitly evaluates the impact on risk of changes in vulnerability and consequence, but only implicitly accounts for changes in the hazards and threats term. 
To determine whether the solution being evaluated reduces vulnerability and/or consequence, use the following table as a guide. The table lays out example solutions with the resilience attributes they address, the risk components they address, and their characterization category. 
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Solution Characterization Category:

Risk Components

Hazards & Threats

+/ Energy and water system
operators response and recovery

plans in place
Resourcefulness
¢/ Energy and water system

operators response and recovery
plans exercised

¢/ Redundancy in energy and

SRR water supply infrastructure
v/ Energy and water supply
Robustness system design to withstand
priority standards
Recovery ¢/ Energy and water supplier

equipment /parts available

Il Ooerational

I Institutional

Vulnerabilities

(4 Training personnel in use of
redundant systems

v/ Testing and performing 0&M
on redundant systems

v/ Redundancy systems on all
critical loads

¢/ Redundant systems designed
to withstand priority hazard
scenarios

¢/ Redundant system startup
configuration for rapid recovery

¢/ Redundant system ability to
meet tolerable outage duration
requirements

Consequences

+/ Continuity of operations
planning in place

¢/ Continuity of operations
planning exercised

¢/ Redundant system ability to
meet mission energy and water
(runtime) requirements

v/ Ability to replicate mission at
alternate site

v/ Improved robustness of server
that supports offsite connectivity
to onsite data resources

v/ Site-level restoration and
mutual agreements

B Technological
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